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COVID-19 și evoluția riscurilor de spălare a banilor,  
finanțare a terorismului și infracțiuni cibernetice

Această publicație a personalului pune în evidență riscurile sporite de spălare a banilor, finanțare a 

terorismului și infracțiuni cibernetice generate de contextul turbulent și incert al pandemiei de COVID-19 

și implicațiile pentru profesioniștii contabili angajați și practicieni, inclusiv auditorii și contabilii din 

sistemul de stat.

Publicația a fost elaborată de personalul Chartered  

Professional Accountants of Canada (CPA Canada) sub  

auspiciile unui Grup de lucru format din International Ethics 

Standards Board for Accountants (IESBA) și normalizatorii 

naționali de standarde (NSS) din Australia, Canada, China,  

Africa de Sud, Regatul Unit și SUA.1 Publicația a beneficiat și  

de contribuția personalului IESBA.

Acest document 

completează publicația 

comună a personalului 

elaborată de IRBA-IESBA-

IAASB, Navigarea riscurilor 

sporite de fraudă și alte 

activități ilegale în timpul 

pandemiei de COVID-19, 

inclusiv considerente pentru auditarea situațiilor 

financiare.

Sarcina Grupului de lucru este de a elabora resurse de suport în 

procesul de implementare pentru a sprijini profesioniștii contabili 

să aplice în mod eficace Codul etic internațional pentru profesioniștii 

contabili (inclusiv Standardele Internaționale privind Independența) 

(Codul) atunci când întâlnesc circumstanțe create de pandemia de 

COVID-19.

Această publicație nu modifică sau înlocuiește Codul, al cărui text 

este singurul care prezintă autoritate. Citirea acestei publicații nu 

substituie citirea Codului. Îndrumările de implementare nu sunt 

menite să fie exhaustive, fiind necesară referirea constantă la Cod, 

după caz. Această publicație nu constituie o normă oficială sau cu 

caracter autoritar a CPA Canada, a IESBA sau a altor organizații NSS 

care fac parte din Grupul de lucru.
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1.	 NSS-urile sunt Australian Accounting Professional & Ethical Standards Board, Chartered Professional Accountants of Canada, Chinese Institute of Certified Public 

Accountants, South African Independent Regulatory Board for Auditors, UK Financial Reporting Council și American Institute of Certified Public Accountants.

http://cpa canada/
https://www.ethicsboard.org/
http://www.iesbaecode.org/
http://www.iesbaecode.org/
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Introducere

Profesioniștii contabili s-au confruntat cu forța perturbatoare a pandemiei de COVID-19 în mod direct în desfășurarea activităților legate de 

deservirea clienților, îndeplinirea funcțiilor întreprinderii și a îndatoririlor de serviciu. Într-adevăr, pandemia a schimbat rutina și obiceiurile indivizilor, 

ale întreprinderilor, ale organizațiilor nonprofit și ale sistemelor de stat la nivel mondial. Același lucru poate fi spus despre persoanele care au 

obiective ilegale, pe măsură ce manevrează schimbările la nivel mondial pentru a crea noi oportunități de spălare a banilor, finanțare a terorismului 

(MLTF) și infracțiuni cibernetice.

Ce ar trebui să știe profesioniștii contabili?

Profesioniștii contabili trebuie să fie conștienți că riscurile în schimbare pentru societate, dincolo 

de provocările evidente generate de COVID-19 în legătură cu domeniul economic și cel al 

sănătății, includ activități sporite de MLTF și infracțiuni cibernetice. Vremurile tulburi, precum 

pandemia actuală, aduc cu ele necesitatea ca profesioniștii contabili să fie mult mai atenți la 

riscurile globale, specifice jurisdicției și sectorului de MLTF și infracțiuni cibernetice atunci când 

desfășoară activitățile profesionale, iar aceștia trebuie să consulte sursele locale și relevante de 

informații financiare și privind securitatea cibernetică. Multe țări, inclusiv Australia, Canada,  

Regatul Unit și SUA, au emis avertizări consultative cu privire la riscurile cibernetice sporite  

pentru entitățile din domeniul sănătății implicate în eforturile de răspuns la pandemia de 

COVID-19 la nivel național și internațional. În Canada, Financial Transactions and Reports Analysis 

Centre (FINTRAC) a emis Special Bulletin on COVID-19: Trends in Money Laundering and Fraud, care 

menționează o varietate de observații și scenarii care necesită atenție. În Australia, Australian  

Cyber Security Centre (ACSC) a publicat Threat update: COVID-19 Malicious Cyber Activity, care 

include o statistică a incidentelor și exemple de studii de caz.

MLTF și infracțiunile cibernetice au multe în comun. Acestea sunt 
comise de indivizi cu obiective ilegale și deseori includ frauda ca 
infracțiune de bază sau principală comisă. Activitățile ilegale pot 
implica alți indivizi în necunoștință de cauză, inclusiv profesioniști, 
sau organizații în ceea ce ar putea fi o serie de evenimente sau 
tranzacții proiectate pentru a ascunde intenția ilegală. Vulnerabilitățile, 
slăbiciunile și erorile din controale datorate tulburărilor cauzate de 
COVID-19 furnizează oportunitățile căutate de părțile rău-intenționate 
cu diverse niveluri de complexitate. La nivel global, societatea este 
afectată de MLTF și infracțiunile cibernetice, categoriile cele mai 
vulnerabile fiind deseori cele mai afectate. Acest lucru evidențiază 
importanța responsabilității profesioniștilor contabili de a acționa 
în interesul public și de a se conforma cu legile și reglementările 
relevante, inclusiv cele legate de spălarea banilor și finanțarea 
terorismului.

În contextul actual al pandemiei de COVID-19, profesioniștii contabili 
trebuie să fie conștienți de necesitatea de a rămâne atenți la 
multiplele tipuri potențiale de riscuri în evoluție de MLTF și infracțiuni 
cibernetice care sunt identificate pentru clienții lor, organizațiile 
angajatoare și ei înșiși.

l	 Utilizarea frauduloasă a stimulentelor financiare și a programelor 
de sprijin financiar legate de COVID-19 din partea statului a fost 
raportată în numeroase jurisdicții, iar acest lucru creează fonduri 
noi obținute ilegal pentru spălare prin intermediul organizațiilor 
și instituțiilor legitime. Este posibil ca cei cu obiective ilegale 
să fie în căutarea unor noi oportunități de a obține fonduri în 
mod ilegal și a unor noi modalități de a spăla acele fonduri. De 
exemplu, dificultățile economice grave ale organizațiilor pot crea 
noi presiuni pentru atragerea unei finanțări provenite din fonduri 
obținute ilegal.

l	 Infracțiunile cibernetice, inclusiv furtul identității, compromiterea 
adreselor de e-mail și a site-urilor web, precum și atacurile cu 
viruși de tip DDoS (distributed denial of service) sunt din ce în 
ce mai prezente. Acestea afectează toate sectoarele, entitățile 
mici și mari și indivizii. Programele malware de tip phishing 
și data-harvesting facilitează breșele cu privire la viața privată 
și confidențialitate, care fac obiectul unei preocupări etice 
deosebite dacă informațiile au fost compromise.

Sursa imaginii: www.interpol.int/en/How-we-work/COVID-19/COVID-19-Stay-SafeProfessional

 

Contabilii primesc avertizări pe măsură  
ce escrocii profită de criza declanșată  
de COVID-19
Iunie 2020

Citește mai mult

https://www.fintrac-canafe.gc.ca/intro-eng
https://www.fintrac-canafe.gc.ca/intel/operation/covid-trend-en.pdf
https://www.cyber.gov.au/acsc
https://www.cyber.gov.au/acsc/view-all-content/advisories/threat-update-covid-19-malicious-cyber-activity-20-april-2020
https://www.interpol.int/en/How-we-work/COVID-19/COVID-19-Stay-SafeProfessional
https://www.accountingweb.co.uk/practice/general-practice/accountants-warned-as-fraudsters-seize-covid-19-crisis
https://www.accountingweb.co.uk/practice/general-practice/accountants-warned-as-fraudsters-seize-covid-19-crisis
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How Should Professional Accountants Respond?

including during the dynamic pandemic period. The conceptual 

framework provides accountants with an approach to identify, 

evaluate, and address threats to compliance with these principles. To 

successfully carry out their professional activities, it is important for 

accountants to adapt to the dynamic and disruptive nature of the 

COVID-19 pandemic, including how abruptly it has altered individuals’ 

and organizations’ plans, work routines, as well as other activities and 

practices. An understanding of COVID-19-related risks and pressures, 

including those relating to MLTF and cybercrime, can help accountants 

comply with their professional obligation to remain alert for new 

information or sudden changes in facts and circumstances that might 

affect compliance with the fundamental principles.

What Resources are Available?

• The Staff Publication, COVID-19: Ethics and Independence 

Considerations, includes a discussion of important 

considerations to bear in mind regarding compliance with the 

fundamental principles in the COVID-19 environment.

• The evolving COVID-19-related risks and pressures, 

including MLTF and cyberthreats, may require resources and 

expertise beyond the professional accountant’s capability or 

competence. In such circumstances, there might be a need 

The pressures and challenges of the COVID-19 pandemic do not 

lessen professional accountants’ obligation to comply with applicable 

professional standards, including the Code or the relevant ethics 

and independence standards that apply within their jurisdictions. In 

those jurisdictions where the Code has been adopted, accountants 

need to be mindful and take into consideration that their jurisdiction 

might also have provisions that differ from, or go beyond, those set 

out in the Code. In these jurisdictions, accountants need to be aware 

of those differences and comply with the more stringent provisions 

unless prohibited by law or regulation.

Complying with the Code’s fundamental principles assists 

professional accountants with navigating the evolving risks, 

Whether a professional accountant is evaluating cybersecurity risk 

during an audit, analyzing the effectiveness of a client’s internal 

controls to prevent or detect MLTF which may have been altered in 

response to the pandemic, reviewing an employing organization’s 

risk-based approach to comply with an anti-MLTF jurisdictional 

regime, or considering the adequacy of an employing organization’s 

cybersecurity measures in a “work from home” environment, it is 

clear that the possible pandemic effects should be top of mind in 

carrying out professional activities. 

Alleged COVID-19 scams lead to 

takedowns of more than 1,000 

websites in Canada 

May 2020
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Disruption of production, loss of business and employment, financial 

distress are becoming economic landmarks of the global COVID-19 

pandemic. Revitalization and growth will surely follow the present 

economic malaise, once the health crisis is s
ecurely behind us.

Being honest, competent and objective are virtues heavily valued in 

adversity for all professionals. Professional accountants are advantaged 

by having a highly developed, clear and well-structured International 

Code of Ethics guiding judgment and behavior.

Truthful financial reporting and independent auditing have a large role to play in managing outcomes 

of, and exit from, the sudden calamity. Trust in financial statements in adverse times is critical to 

minimizing damage and redeploying resources for recovery. The application of the International Code 

of Ethics for Professional Accountants, (including International Independence Standards) is key to 

preservation and expansion of trust.

Professional accountants must now, more than ever, remain focused on the public interest and their 

ethical responsibilities. In business or public practice, compliance with the fundamental principles 

remains an indispensable feature: integrity, competence, objectivity, professional behavior and 

confidentiality each draws a sharper meaning in the special circumstances of today.

With sudden uncertainty, circumstances change rapidly and unexpectedly. Professional accountants 

must be flexible, alert and skeptical to maintain fidelity to the fundamental principles. Auditors must 

be ready to reevaluate the level of threats and revisit actions they take to maintain independence.

In serious crisis, companies and organizations have to change quickly ways of working—going digital 

is the foremost example—and need help to seek special public or private assistance. Professional 

accountants will of course advise and support their employing organizations or their clients to 

adjust and recover; however, they must balance advice and support with avoidance of all pressures 

to act contrary to their ethical responsibilities. Intensified communication with those charged with 

governance will prove essential in the circumstances.

Accountants in the public sector also need to intensify focus on ethical duties. The crisis is 

necessitating rapid expansion of governments’ financial interventions.  Public sector actions will 

involve important choices in pursuit of policies combining public health, economic and social goals. 

The quality of information will be critical in decision-making, evaluating policy outcomes and 

maintaining fiscal integrity.

This IESBA staff alert includes questions and answers to guide all users of the Code who come face 

to face with the large and small dilemmas of the present adversity. Thanking the IESBA staff for this 

timely effort, I also want to assure that we will remain close to the voices of all our stakeholders 

through this crisis that is testing and changing all of us.

Dr. Stavros Thomadakis 

ESBA Chairman

Foreword from IESBA Chairman

This Questions and Answers (Q&A) 

publication was developed by the Staff 

of the International Ethics Standards 

Board for Accountants (IESBA) to highlight 

aspects of the International Code of Ethics 

for Professional Accountants (including 

International Independence Standards) 

(the Code) that might be relevant in 

navigating ethics and independence 

challenges and risks as a result of the 

COVID-19 pandemic.

This publication does not amend or 

override the Code, the text of which alone 

is authoritative. Reading this publication 

is not a substitute for reading the Code. 

The Q&As are not meant to be exhaustive 

and reference to the Code itself should 

always be made. This publication does 

not constitute an authoritative or official 

pronouncement of the IESBA.

May 7, 2020

COVID-19: Ethics and Independence Considerations

Many organizations, including the IESBA have released helpful resources to help in navigating COVID-19 related challenges.

to use the services of a specialist. In this regard, the Joint 

AICPA-IESBA-IAASB Staff Publication, Using Specialists in the 

COVID-19 Environment: Including Considerations for Involving 

Specialists in Audits of Financial Statements includes important 

considerations.

• The complementary IRBA-IESBA-IAASB Joint Staff Publication 

provides relevant guidance to assist accountants during this 

tumultuous period inrealtion to fraud and other illicit activities.

Dacă un profesionist contabil evaluează riscurile de infracțiuni 
cibernetice în timpul unui audit, analizând eficacitatea controalelor 
interne ale unui client pentru a preveni sau detecta MLTF care ar fi 
putut fi modificate ca răspuns la pandemie, revizuiește abordarea 
bazată pe risc a unei organizații angajatoare pentru a se conforma cu 
regimul jurisdicțional anti-MLTF sau analizează caracterul adecvat al 
măsurilor de securitate cibernetică ale unei organizații angajatoare care 
lucrează de acasă, este clar că posibilele efecte ale pandemiei trebuie 
să reprezinte o prioritate în desfășurarea activităților profesionale.

 

Pretinse înșelătorii legate de COVID-19 
conduc la eliminarea a peste 1.000 de  
site-uri web din Canada
Mai 2020

Citește mai mult

Cum ar trebui să răspundă profesioniștii contabili?

Presiunile și provocările generate de pandemia de COVID-19 nu 
diminuează obligația profesioniștilor contabili de a se conforma 
standardelor profesionale aplicabile, inclusiv Codului sau standardelor 
relevante de etică și independență care se aplică în cadrul jurisdicțiilor 
lor. În jurisdicțiile în care Codul a fost adoptat, contabilii trebuie să 
aibă în vedere și să fie atenți la faptul că jurisdicția lor ar putea avea, 
de asemenea, prevederi care diferă de cele stabilite în Cod sau le 
depășesc. În aceste jurisdicții, contabilii trebuie să fie conștienți 
de acele diferențe și să se conformeze prevederilor mai riguroase, 
exceptând cazul în care acest lucru este interzis prin legislație sau 
reglementări. 

Conformarea cu principiile fundamentale ale Codului sprijină 
profesioniștii contabili în a controla riscurile în evoluție, inclusiv pe 

perioada dinamică a pandemiei. Cadrul general conceptual furnizează 
contabililor o abordare pentru identificarea, evaluarea și tratarea 
amenințărilor la adresa conformității cu aceste principii. Pentru 
a-și desfășura cu succes activitățile profesionale, este important 
ca profesioniștii contabili să se adapteze la natura dinamică și 
perturbatoare a pandemiei de COVID-19, inclusiv la modul abrupt în 
care aceasta a modificat planurile și rutina de lucru ale indivizilor și 
organizațiilor, precum și alte activități și practici. Înțelegerea riscurilor 
și presiunilor legate de COVID-19, inclusiv cele cu privire la MLTF 
și infracțiunile cibernetice, poate ajuta contabilii să se conformeze 
obligațiilor profesionale pentru a rămâne vigilenți la noi informații sau 
schimbări bruște ale faptelor și circumstanțelor care ar putea afecta 
conformitatea cu principiile fundamentale. 

Ce resurse sunt disponibile?

Multe organizații, inclusiv IESBA, au publicat resurse utile pentru a ajuta la gestionarea provocărilor legate de COVID-19.

l	 Publicația personalului COVID-19: Considerente privind etica și 
independența include o discuție privind considerentele importante 
de avut în vedere cu privire la conformitatea cu principiile 
fundamentale în contextul pandemiei de COVID-19.

l	 Riscurile și presiunile legate de COVID-19 aflate în evoluție, inclusiv 
MLTF și infracțiunile cibernetice, pot necesita resurse și experiență 
dincolo de capacitatea sau competența profesionistului contabil. În 
astfel de circumstanțe, poate exista necesitatea de a utiliza serviciile 

unui specialist. Publicația comună a personalului AICPA-IESBA-IAASB 
Utilizarea specialiștilor în circumstanțele create de COVID-19: Inclusiv 
considerente pentru implicarea specialiștilor în auditurile situațiilor 
financiare include considerente importante în această privință.

l	 Publicația comună complementară a personalului IRBA-IESBA-
IAASB furnizează îndrumări relevante pentru a sprijini contabilii pe 
parcursul acestei perioade tumultoase în legătură cu frauda și alte 
activități ilegale.

https://www.ctvnews.ca/politics/alleged-covid-19-scams-lead-to-takedowns-of-more-than-1-000-websites-in-canada-1.4958714
https://www.ctvnews.ca/politics/alleged-covid-19-scams-lead-to-takedowns-of-more-than-1-000-websites-in-canada-1.4958714
https://www.ifac.org/system/files/publications/files/IESBA-Staff-Q-A-COVID-19-Ethics-Independence-Considerations.pdf
https://www.ifac.org/system/files/publications/files/IESBA-Staff-Q-A-COVID-19-Ethics-Independence-Considerations.pdf
https://www.ethicsboard.org/publications/using-specialists-covid-19-environment
https://www.ethicsboard.org/publications/using-specialists-covid-19-environment
https://www.ethicsboard.org/publications/using-specialists-covid-19-environment
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Standardele internaționale pentru 

combaterea spălării banilor și a finanțării 

terorismului (AMLTF) sunt stabilite 

de Financial Action Task Force (FATF). 

Revizuind provocările prezentate de 

COVID-19, FATF a constatat că la nivel 

global există o varietate de riscuri și 

amenințări sporite și se așteaptă ca 

acestea să continue. Cu noi vulnerabilități 

create prin intermediul tulburărilor în plus 

față de provocările legate de sănătate și 

economie, cei cu obiective ilegale profită de oportunitățile de MLTF 

și infracțiuni cibernetice. Profesioniștii contabili trebuie să fie vigilenți 

în acest mediu aflat în schimbare, analizând posibilele riscuri la care 

sunt expuși clienții lor, organizațiile angajatoare și ei înșiși, și să fie 

conștienți de responsabilitățile lor etice și de dispozițiile legale și de 

reglementare aplicabile.

În august 2020, Organizaţia 

Internaţională a Poliţiei Judiciare 

(INTERPOL) a raportat că infracțiunile 

cibernetice s-au înmulțit pe perioada 

pandemiei de COVID-19, iar 

oportunitățile pentru cei cu obiective 

ilegale s-au schimbat. Adaptarea rapidă 

a părților rău-intenționate a condus la 

noi ținte și metode, acestea profitând de 

tulburările cauzate de pandemie. Indivizii, întreprinderile, organizațiile 

nonprofit și sectorul public sunt toate percepute ca fiind predispuse 

la riscuri, în contextul în care se preconizează că evenimentele 

negative la nivel global vor continua prin intermediul schimbărilor 

aduse de pandemie. Profesioniștii contabili trebuie să fie conștienți 

de amenințările cibernetice, să fie vigilenți la posibilele riscuri la care 

sunt expuși clienții lor, organizațiile angajatoare și ei înșiși și să fie 

conștienți de responsabilitățile lor etice și de dispozițiile legale și de 

reglementare aplicabile.

Resursele relevante pe care profesioniștii contabili le pot considera utile includ:

INTERPOL

Raport: Cybercrime COVID-19 Impact

Publicație: COVID-19 – Stay Safe

FATF

Publicație: Riscuri de spălare a banilor și finanțare a terorismului asociate COVID-19 și posibile politici de răspuns

Webinare FATF: Money Laundering and Terrorist Financing and COVID-19

International Federation of Accountants și partenerii acesteia din cadrul rețelei

IFAC and ICAEW Release First Installment of Six-Part Anti-Money Laundering Educational Series

Publicația comună a IFAC și CPA Canada, As Financial Crimes Grow during the Pandemic, Accounting Groups Address Key Piece of AML Action

Lupta împotriva corupției implică eforturi din partea contabililor: Iată cum

CPA Canada: COVID-19 fraud alert: Be on the lookout

Dați click pe imaginile de mai jos pentru a afla mai multe citind părțile relevante din seria de publicații Analizarea Codului IESBA.

Partea a VIII-a: Reacția  
la cazurile de neconformitate  
cu legile și reglementările  
[pentru PAIB]

Citește mai mult
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Relevant resources that professional accountants may find useful include: 

INTERPOL

Report: Cybercrime COVID-19 Impact

Publication: COVID-19 Stay Safe

FATF

Publication: COVID-19-related Money Laundering and Terrorist Financing Risks and Policy Responses

FATF Webinars: Money Laundering and Terrorist Financing and COVID-19 

International Federation of Accountants and its Network Partners

IFAC and ICAEW Release First Installment of Six-Part Anti-Money Laundering Educational Series

IFAC and CPA Canada Joint Publication, As Financial Crimes Grow during the Pandemic, Accounting Groups Address Key Piece of AML Action

Fighting Corruption Requires Accountants to Act: Here’s How

CPA Canada: COVID-19 fraud alert: Be on the lookout

In August 2020, the International 

Criminal Police Organization 

(INTERPOL), reported that 

cyberthreats have increased during 

COVID-19 and the opportunities 

for those with illicit objectives have 

changed. Swift adaptation by bad 

actors has led to new targets and 

methods, taking advantage of 

the pandemic disruption. Individuals, businesses, non-profits, 

and the public sector are all seen to be at risk, with continuing 

harm  globally expected to continue through the changes 

brought about by the pandemic. Professional accountants 

must be aware of cyberthreats, alert to the possible risks to 

their clients, employing organizations and themselves, and be 

aware of their ethical responsibilities and applicable legal and 

regulatory requirements.

International standards for anti-money 

laundering and terrorist financing 

(AMLTF) are established by the Financial 

Action Task Force (FATF). In reviewing 

the challenges posed by COVID-19, 

the FATF has found that a variety of 

increased risks and threats exist globally 

and are expected to continue. With 

new vulnerabilities created through the 

disruption in addition to the health and 

economic challenges, those with illicit 

objectives are seizing upon opportunities 

for MLTF and cybercrime. Professional accountants must  be alert 

to this changing landscape, consider the possible risks posed to 

their clients, employing organizations and themselves, and be 

aware of their ethical responsibilities and applicable legal and 

regulatory requirements.

EXPLORING THE IESBA CODE
Installment 8: Responding to Non-Compliance with Laws and Regulations [for PAIBs]

A distinguishing mark of the accountancy profession is its acceptance 

of responsibility to act in the public interest. Professional accountants 

might come across situations where they determine, or suspect, that 

their employing organization or a client is not compliant with laws 

or regulations. The Code’s fundamental principles of integrity and 

professional behavior require accountants to respond to non-compliance 

with laws and regulations (NOCLAR) by taking appropriate action, 

putting the interests of the public first.

When a PAIB becomes aware of, or suspects that 

NOCLAR has occurred or might occur, the PAIB is 

required to take action on a timely basis, having 

regard to the nature of the matter and the potential 

for harm to the employing organization, investors, 

creditors, employees and the general public. The 

PAIB needs to:

•  Understand and comply with the Code as well as 

legal and regulatory provisions in their jurisdiction 

that differ or go beyond those in the Code (e.g.,  

requirements to report the matter to authorities, or 

prohibitions on alerting the employing organization 

that action is being taken).

•  Consider any existing protocols and procedures within 

their organization that offer guidance to address 

NOCLAR (e.g., ethics and whistleblowing policies).

Examples of relevant laws and regulations include those  

that deal with:

 • Fraud, corruption and bribery

 • Banking and other financial products/services

 • Data protection

 • Environmental protection

 • Securities markets and trading

 •  Money laundering, terrorist financing and proceeds of crime

 • Tax and pension liabilities/payments

 • Public health and safety

What about confidentiality?

 •  Disclosure of NOCLAR to an appropriate authority will 

not be considered a breach of the duty of confidentiality 

with respect to the PAIB’s employer.

 •  The PAIB must act in good faith and exercise caution 

when making statements and assertions.

Obligations of a PAIB are based on  

role/seniority

The Code recognizes that different roles 

within an organization come with different 

levels of influence, authority, and access 

to information. Accordingly, a higher level 

of obligation is placed on Senior PAIBs 

because they are decision-makers who 

can exert significant influence in their 

organizations. A Senior PAIB could have 

the title of CFO or VP of Finance, but 

more important than a title is the level of 

influence that the individual exerts. More 

junior PAIBs who don’t have the same 

degree of influence, have proportionately 

lower obligations if they become aware of, 

or suspect NOCLAR.

This publication addresses professional accountants in business 

(PAIBs). Installment 9 will address this topic relative to auditors and 

other professional accountants in public practice.
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A distinguishing mark of the accountancy profession is its acceptance 

of responsibility to act in the public interest. Professional accountants 

might come across situations where they determine, or suspect, 

that their employing organization or a client is not compliant with 

laws or regulations. The Code’s fundamental principles of integrity 

and professional behavior require accountants to respond to 

non-compliance with laws and regulations (NOCLAR) by taking 

appropriate action, putting the interests of the public first. 

This publication addresses professional accountants in 

public practice (PAPPs). Installment 8 addresses this 

topic relative to public accountants in business. 

When a PAPP becomes aware of, or 

suspects, that NOCLAR has occurred 

or might occur, the PAPP is required to 

alert management or, where appropriate, 

those charged with governance. 

• The objective is to enable the client 

to rectify, remediate, or mitigate the 

consequences of the identified or 

suspected non-compliance (or deter 

the commission of the non-compliance 

if it has not yet occurred).

• The PAPP is also required to take 

further action as appropriate in the 

public interest.

Examples of relevant laws and regulations include those 

that deal with:

• Fraud, corruption, and bribery

• Banking and other financial products/services

• Data protection

• Tax and pension liabilities/payments

• Environmental protection 

• Securities markets and trading

• Money laundering, terrorist financing and proceeds of crime

• Public health and safety

Some laws and regulations (such as financial reporting or 

tax laws) might have a direct effect on the client’s financial 

statements. In other situations, the laws or regulations might 

not impact financial statements, but compliance might be 

critical to the operating aspects of the client’s business, to 

its ability to continue its business, or avoid material penalties 

(such as environmental regulations).

Greater Obligations for Auditors 

Because of the nature of audit and review engagements 

and the public’s expectations of such engagements,  

PAPPs providing such engagements have higher 

obligations than PAPPs engaged in work other than  

audits and reviews.

Auditors must also comply with ISA 250, which  

addresses audit-specific requirements for considering  

laws and regulations.

What about confidentiality?

• Disclosure of NOCLAR to an appropriate authority 

will not be considered a breach of the duty of 

confidentiality.

• The PA must act in good faith and exercise caution  

when making statements and assertions, and 

consider whether to inform the client.

NOCLAR

Installment 9: Responding to 

Non-Compliance with Laws 

and Regulations  

[for PAPPs] 

Read More

Click on the images below to learn more by reading the relevant installments of the Exploring the IESBA Code publication series.

5

Relevant resources that professional accountants may find useful include: 

INTERPOL

Report: Cybercrime COVID-19 Impact

Publication: COVID-19 Stay Safe

FATF

Publication: COVID-19-related Money Laundering and Terrorist Financing Risks and Policy Responses

FATF Webinars: Money Laundering and Terrorist Financing and COVID-19 

International Federation of Accountants and its Network Partners

IFAC and ICAEW Release First Installment of Six-Part Anti-Money Laundering Educational Series

IFAC and CPA Canada Joint Publication, As Financial Crimes Grow during the Pandemic, Accounting Groups Address Key Piece of AML Action

Fighting Corruption Requires Accountants to Act: Here’s How

CPA Canada: COVID-19 fraud alert: Be on the lookout

In August 2020, the International 

Criminal Police Organization 

(INTERPOL), reported that 

cyberthreats have increased during 

COVID-19 and the opportunities 

for those with illicit objectives have 

changed. Swift adaptation by bad 

actors has led to new targets and 

methods, taking advantage of 

the pandemic disruption. Individuals, businesses, non-profits, 

and the public sector are all seen to be at risk, with continuing 

harm  globally expected to continue through the changes 

brought about by the pandemic. Professional accountants 

must be aware of cyberthreats, alert to the possible risks to 

their clients, employing organizations and themselves, and be 

aware of their ethical responsibilities and applicable legal and 

regulatory requirements.

International standards for anti-money 

laundering and terrorist financing 

(AMLTF) are established by the Financial 

Action Task Force (FATF). In reviewing 

the challenges posed by COVID-19, 

the FATF has found that a variety of 

increased risks and threats exist globally 

and are expected to continue. With 

new vulnerabilities created through the 

disruption in addition to the health and 

economic challenges, those with illicit 

objectives are seizing upon opportunities 

for MLTF and cybercrime. Professional accountants must  be alert 

to this changing landscape, consider the possible risks posed to 

their clients, employing organizations and themselves, and be 

aware of their ethical responsibilities and applicable legal and 

regulatory requirements.
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When a PAIB becomes aware of, or suspects that 
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required to take action on a timely basis, having 

regard to the nature of the matter and the potential 

for harm to the employing organization, investors, 

creditors, employees and the general public. The 

PAIB needs to:

•  Understand and comply with the Code as well as 

legal and regulatory provisions in their jurisdiction 

that differ or go beyond those in the Code (e.g.,  

requirements to report the matter to authorities, or 

prohibitions on alerting the employing organization 

that action is being taken).

•  Consider any existing protocols and procedures within 

their organization that offer guidance to address 

NOCLAR (e.g., ethics and whistleblowing policies).

Examples of relevant laws and regulations include those  

that deal with:

 • Fraud, corruption and bribery

 • Banking and other financial products/services

 • Data protection

 • Environmental protection

 • Securities markets and trading

 •  Money laundering, terrorist financing and proceeds of crime

 • Tax and pension liabilities/payments

 • Public health and safety

What about confidentiality?

 •  Disclosure of NOCLAR to an appropriate authority will 

not be considered a breach of the duty of confidentiality 

with respect to the PAIB’s employer.

 •  The PAIB must act in good faith and exercise caution 

when making statements and assertions.

Obligations of a PAIB are based on  

role/seniority

The Code recognizes that different roles 

within an organization come with different 

levels of influence, authority, and access 

to information. Accordingly, a higher level 

of obligation is placed on Senior PAIBs 

because they are decision-makers who 

can exert significant influence in their 

organizations. A Senior PAIB could have 

the title of CFO or VP of Finance, but 

more important than a title is the level of 

influence that the individual exerts. More 

junior PAIBs who don’t have the same 

degree of influence, have proportionately 

lower obligations if they become aware of, 

or suspect NOCLAR.

This publication addresses professional accountants in business 

(PAIBs). Installment 9 will address this topic relative to auditors and 

other professional accountants in public practice.
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A distinguishing mark of the accountancy profession is its acceptance 

of responsibility to act in the public interest. Professional accountants 

might come across situations where they determine, or suspect, 

that their employing organization or a client is not compliant with 

laws or regulations. The Code’s fundamental principles of integrity 

and professional behavior require accountants to respond to 

non-compliance with laws and regulations (NOCLAR) by taking 

appropriate action, putting the interests of the public first. 

This publication addresses professional accountants in 

public practice (PAPPs). Installment 8 addresses this 

topic relative to public accountants in business. 

When a PAPP becomes aware of, or 

suspects, that NOCLAR has occurred 

or might occur, the PAPP is required to 

alert management or, where appropriate, 

those charged with governance. 

• The objective is to enable the client 

to rectify, remediate, or mitigate the 

consequences of the identified or 

suspected non-compliance (or deter 

the commission of the non-compliance 

if it has not yet occurred).

• The PAPP is also required to take 

further action as appropriate in the 

public interest.

Examples of relevant laws and regulations include those 

that deal with:

• Fraud, corruption, and bribery

• Banking and other financial products/services

• Data protection

• Tax and pension liabilities/payments

• Environmental protection 

• Securities markets and trading

• Money laundering, terrorist financing and proceeds of crime

• Public health and safety

Some laws and regulations (such as financial reporting or 

tax laws) might have a direct effect on the client’s financial 

statements. In other situations, the laws or regulations might 

not impact financial statements, but compliance might be 

critical to the operating aspects of the client’s business, to 

its ability to continue its business, or avoid material penalties 

(such as environmental regulations).

Greater Obligations for Auditors 

Because of the nature of audit and review engagements 

and the public’s expectations of such engagements,  

PAPPs providing such engagements have higher 

obligations than PAPPs engaged in work other than  

audits and reviews.

Auditors must also comply with ISA 250, which  

addresses audit-specific requirements for considering  

laws and regulations.

What about confidentiality?

• Disclosure of NOCLAR to an appropriate authority 

will not be considered a breach of the duty of 

confidentiality.

• The PA must act in good faith and exercise caution  

when making statements and assertions, and 

consider whether to inform the client.
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